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Juniper Networks NetScreen-5GT Ethernet : Juniper
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ofZ Ao At Hlo]|ZE 423 Hoto] HHH L gt 4S Q7 Firewall performance (1) 75Mbps
3l= 3140 o]AFAelUt} NetScreen-5GT Ethernet-2 thofsh Jt4] | 3DES VPN performance 20Mbps
o7 28 2 9l 57}%] Ethernet 018 o] A9} 17 AR&aH 2 9] Deep Inspection performance 75Mbps
A Concurrent sessions 2000
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New sessions/second 2000
Juniper Networks NetScreen-5GT ADSL : Juniper Networks | Policies 100
NetScreen-5GT ADSL-E 7]& Ethernet A<of] ADSL &2 27} | Interfaces 510/100 BaseT, ' 510/100 BaseT & 510/100 ports, 1 Wireless
317) w2o] 95 ADSL mulS AL&3t Byl gsUnh, wa 1Modem,and1 |+ ADSL,1 port with up to 4 SSIDs, 1
Ethernet 7|8} ZEo| A A TE= AT} Eolat 20 WOl ofZa]7) Console Modem, and 1 | Modem, and 1 Console, 1

Console ADSL port (optional),
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Layer 2 mode (transparent mode) (2) Yes No Yes (except
Juniper Networks NetScreen-5GT Wireless : Juniper Networks with ADSL)
NetScreen-5GT Wireless= QlEjZalo] =g HQt o] Z2]#|0]4 Layer 3 mode (route and/or NAT mode) Yes Yes Yes
E]-?—%‘ ZT2ES 1;% ZOMH E‘_%E_‘ﬂ 7]‘5 g_ A]%—s}oq 7]@%0] ?_]-@6}7-]] NAT (Network Address Translation) Yes Yes Yes
802.1lb/g Lﬂ E ‘?4 a= q_%ﬁa]_ _/'\_ 9& T2 Z] %?ﬂ'l/] q_ NetScreen- |PAT (Port Address Translation) Yes Yes Yes
5GT Wirelessi= 7}7] Th2 08 0] AFEALSo)A| Hasl 2220] Hol Home/work zones Yes Yes Yes
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Wireless= 1 91eF £4 215 9 71Q) AR 23 wAUES ALE  virtual P 1 1 1
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Ethernet 912 st=glo] 94108 E3ks}a Q& th



Page 2

Number of network attacks detected 31 31 31 Syslog (multiple servers) External, up to 4 servers
Network attack detection Yes Yes Yes Email (2 addresses) Yes Yes Yes
DoS and DDoS protections Yes Yes Yes NetlQ WebTrends External External External
TCP reassembly for fragmented Yes Yes Yes SNMP (v1, v2) Yes
packet protection Standard and custom MIB Yes Yes Yes
Malformed packet protections Yes Yes Yes Traceroute Yes Yes Yes
Deep Inspection firewall (3) Yes Yes Yes
Virtual routers (VRs
Protocol anomaly detection Yes Yes Yes (VRs) 3 3 3
Stateful protocol signatures Yes Yes Yes . . -
OSPF/BGP/RIPv1/v2 dynamic routing 3instances each
Deep Inspection Protocols HTTP, FTP, SMTP, | HTTP, FTP, SMTP, POP, .
Static routes 1024 1024 1024
supported POP, IMAP, DNS, IMAP, DNS Source-based routing Yes Yes Yes
NetBIOS/SMB, Equal cost multipath routing Yes Yes Yes
P2P, IM, MS RPC
Number of application attacks over 650 over 250 over 250 HA Lite Yes - with Extended License Key
detected w/DI Dial Backup (6) Yes Yes Yes
Content Inspection Yes Yes Yes Dual Untrust Yes Yes Yes
Malicious Web filtering Up to 48 URLs
External Web Filtering (Websense) Yes Yes Yes H.323 ALG Yes Yes Yes
External Web Filtering (SurfControl) Yes Future Future SIP ALG Yes Future Future
Integrated Web filtering Yes Future Future NAT for H.323/SIP Yes Future Future
Concurrent VPN tunnels Upto 10 Static Yes Yes Yes
] DHCP/PPPOE/PPPOA client Yes/Yes/INo | Yes/Yes/Yes | Yes/Yes/Yes
Tunnel interfaces Upto 10
W/ADSL]
DES (56bit), 3DES (168bit) and AES Yes Yes Yes ¢ )
. Internal DHCP server Yes Yes Yes
encryption
— DHCP relay Yes Yes Yes
MD-5 and SHA-1 authentication Yes Yes Yes
Manual Key, IKE, PKI (X.509) Yes Yes es PKI certificate requests Yes Yes Yes
Perfect forward secrecy (DH Groups) 1,2,5 1,2,5 1,2,5 (PKCS 7 and PKCS 10)
Prevent replay attack Yes Yes Yes Automated certificate enrollment (SCEP) Yes Yes Yes
Remote access VPN Yes Yes Yes Online Certificate Status Protocol (OCSP) Yes Yes Yes
L2TP within IPSec Yes Yes Yes Self Signed Certificates Yes Yes Yes
IPSec NAT traversal Yes Yes Yes Certificate Authorities Supported Verisign, Entrust, Microsoft, RSA Keon,
Redundant VPN gateways Yes Yes Yes iPlanet (Netscape), DOD PKI, Baltimore
VPN tunnel monitor Yes Yes Yes
WebUI (HTTP and HTTPS) Yes Yes Yes
Embedded Scan Engine Yes Yes Yes Command Line Interface (console) Yes Yes Yes
Antivirus signatures =80,000 80,000 =80,000 Command Line Interface (telnet) Yes Yes Yes
Protocols (POP3, SMTP, HTTP, (POP3, SMTP, HTTP) Command Line I_nterface (SSH) Yes, v1.5 and v2.0 compatible
IMAP, FTP) NetScreen-Security Manager Yes Yes Future
5 All management via VPN tunnel on any Yes Yes Yes
HTTP Webmail only Yes Yes Yes i
. interface
Automated Pattern file updates Yes Yes Yes .
Rapid deployment Yes Yes Future
Maximum AV Users (5) 10 or 25 depending on user license
Local administrators database 20 20 20
External administrator database RADIUS/LDAP/SecurlD
Built-in (internal) database-user limit up to 100 up to 100 up to 100 Restricted administrative networks 6 6 6
3rd Party user authentication RADIUS, RSA, SecurID, and LDAP Root Admin, Admin, and Read Only user Yes Yes Yes
XAUTH VPN authentication Yes Yes Yes Software upgrades TFTP/WebUI/SCP/NSM

Wehbbased authentication Yes Yes Yes Configuration Roll-back Yes Yes Yes



Guaranteed bandwidth
Maximum bandwidth
Priority-bandwidth utilization

DiffServ stamp

ADSL over POTS

ADSL over ISDN

ADSL DMT issue 2

ADSL G lite Yes No

Dying Gasp Support
Deutsche Telecom Support

PPPOE/PPPOA

2684/1483 (Bridge and Routed Mode)

ATM AAL5/ATM PVCs

Transmit Power

Wireless Standards supported
Access Point Survey
Maximum Configured SSIDs
Maximum Active SSIDs

Antenna Layout

Wireless Privacy

Wireless Authentication

Additional Dial-up VPN Tunnels

MAC Access Controls
Client Isolation

Diversity Antenna
Directional Antenna

Omni-directional Antenna

7] (HWIL)

49 3 47 (0C)
5%

o nheE
49 3 47 (AC)

o H

[}
Yol E
o

s

\_%_}\O ?l%
EMC 912

Yes
Yes
Yes

Yes

N/A
N/A
N/A
N/A
N/A
N/A

N/A
N/A
N/A

N/A
N/A
N/A
N/A
N/A
N/A

N/A

N/A

N/A

N/A
N/A

N/A
N/A
N/A

1/8.25/5%14]

i3

1572

9—12/DC12W

Yes Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes Yes (optional)
Yes/10 Yes/10 (optional)
N/A Up to 200 mwW
N/A 802.11b/g
N/A Yes
N/A 8
N/A 4
N/A Diversity,
Directional or
Omni-directional
N/A WPA (AES or
TKIP), IPSec VPN,
WEP
N/A PSK, EAP-PEAP,
EAP-TLS,
EAP-TTLS over
802.1x
N/A 20 for 10-user
and Plus, 40 for
Extended
N/A Permit or Deny
N/A Yes
N/A Included
N/A Optional
N/A Optional
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NetScreen-5GT Wireless ZE TE M

510/100 XE 1 Ll E"‘:]Q, 1299124 1ADS|— XZE (A9 A1) NetScreen-5GT Wireless
@) ScreenOS ## 5.0 Juniper Networks NetScreen-5GT Wireless 10 AL2X}
NetScreen-5GT Wireless US Only - US Power Cord NS-5GT-021
NetScreen-5GT Wireless World* - UK Power Cord NS-5GT-023
Trust-Untrust 2 Foll 1 ! ! NetScreen-5GT Wireless World* - Europe Power Cord NS-5GT-025
Dual-Untrust*> = Foldls 1 1 1 NetScreen-5GT Wireless Japan Only* - Japan Power Cord NS-5GT-027-nn
Home-Work B2 gela 2 1 1 NetScreen-5GT Wireless World* - US Power Cord NS-5GT-028
Combined** HE Pl 2 1 1 Juniper Networks NetScreen-5GT Wireless Plus
Extended P AE 2 1 2 NetScreen-5GT Wireless US Only - US Power Cord NS-5GT-121
 Home-Zone & Home-Work 3 Combined Z.E 5 S o] 9151 Zof o] /\ﬂ sk 2 gl NetScreen-5GT Wireless World* - UK Power Cord NS-5GT-123
## o|2)3} TE BT NetScreen-5GT ADSLO] ADSL HHojjAf = ARg-8H 4= g4 Tt NetScreen-5GT Wireless World* - Europe Power Cord NS-5GT-125
NetScreen-5GT Wireless Japan Only™ - Japan Power Cord NS5-GT-127-nn
NetScreen-5GT Wireless World* - US Power Cord NS-5GT-128
Juniper Networks NetScreen-5GT Wireless Extended
NetScreen-5GT Wireless US Only - US Power Cord NS-5GT-221
NetScreen-5GT Wireless World* - UK Power Cord NS-5GT-223
Juniper Networks-5GT Ethernet NetScreen-5GT Wireless World* - Europe Power Cord NS-5GT-225
Juniper Networks NetScreen-5GT 10 At&t NetScreen-5GT Wireless Japan Only* - Japan Power Cord NS-5GT-227-nn
NetScreen-5GT US linear supply NS-5GT-001 NetScreen-5GT Wireless World* - US Power Cord NS-5GT-228
NetScreen-5GT UK linear supply NS-5GT-003 NetScreen-5GT Wireless ADSL
NetScreen-5GT Europe linear supply NS-5GT-005 Juniper Networks NetScreen-5GT Wireless ADSL 10 Al2x}
NetScreen-5GT Japan linear supply NS-5GT-007-nn NetScreen-5GT Wireless ADSL US Only - US Power Cord NS-5GT-031-X
Juniper Networks NetScreen-5GT Plus (M8 £+ £Algh)* NetScreen-5GT Wireless ADSL World* - UK Power Cord NS-5GT-033-x
NetScreen-5GT Plus US power cord NS-5GT-101 NetScreen-5GT Wireless ADSL World* - Europe Power Cord NS-5GT-035-x
NetScreen-5GT Plus UK power cord NS-5GT-103 NetScreen-5GT Wireless ADSL World* - US Power Cord NS-5GT-038-x
NetScreen-5GT Plus European power cord NS-5GT-105 Juniper Networks NetScreen-5GT Wireless ADSL Plus
NetScreen-5GT Plus Japanese power cord NS-5GT-107-nn NetScreen-5GT Wireless ADSL US Only - US Power Cord NS-5GT-131-x
Juniper Networks NetScreen-5GT Exteded" NetScreen-5GT Wireless ADSL World* - UK Power Cord NS-5GT-133-x
NetScreen-5GT Extended US power cord NS-5GT-201 NetScreen-5GT Wireless ADSL World* - Europe Power Cord NS-5GT-135-x
NetScreen-5GT Extended UK power cord NS-5GT-203 NetScreen-5GT Wireless ADSL World* - US Power Cord NS-5GT-138-x
NetScreen-5GT Extended European power cord NS-5CT-205 Juniper Networks NetScreen-5GT Wireless ADSL Extended
NetScreen-5GT Extended Japanese power cord NS-5GT-207-nn NetScreen-5GT Wireless ADSL US Only - US Power Cord NS-5GT-231-x
NetScreen-5GT ADSL NetScreen-5GT Wireless ADSL World* - UK Power Cord NS-5GT-233-x
Juniper Networks NetScreen-SGT ADSL 10 A2 NetScreen-5GT Wireless ADSL World* - Europe Power Cord NS-5GT-235-x
NetScreen-5GT ADSL US supply NS-5GT-011-x NetScreen-5GT Wireless ADSL World* - US Power Cord NS-5GT-238-x
NetScreen-5GT ADSL UK supply NS-5GT-013-x ofHIAfE]
NetScreen-5GT ADSL Europe supply NS-5GT-015-A 2 NetScreen-5GTs g @ n} 9.2 7] NS-5GT-RMK
Juniper Networks NetScreen-5GT ADSL Plus (A2} Hist 32)*
NetSereen-5GT ADSL Plus US power cord NSBGT-111x | " Word 52 74 2201t 00N T 4 YiLICt QlElloRA HES FR5RM Y
A2IE sku O AVE X7tk gL LS zost
NetScreen-5GT ADSL Plus UK power cord NS-5GT-113-x SS:SZ;T;EGLEI /LLSEUBZMEH?X;M N ; ;DSL gosil\—[?:ﬁﬁsp D‘AgsniMB T o
NetScreen-5GT ADSL Plus European power cord NS-5GT-115-x wwwwjuniper net/products/inegrated/5GT-ADSL/OIA SQIGHAIAIR,
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